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Chapter 7

Keys to Effective
Next-Generation Security

In This Chapter

Ensuring optimal defenses with a next-generation approach

Examining four ways to improve how you manage information risks

nformation security requires a comprehensive set of

processes and tools. One gap and you're likely to over-
look something meaningful or impactful — often both. A
next-generation IPS plays an important role in the system. By
leveraging real-time network, application, behavior, and user
awareness to optimize effectiveness, a next-generation IPS
empowers you to automate key security functions and create
an agile and responsive threat protection system.

Here are four ways to ensure effective next-generation
security in your business:

v Give complex threats the visibility they need. To thor-
oughly protect, security organizations need to fully under-
stand their networks and act in real time to the frequent
changes that occur. This understanding requires asset
mapping, contextual awareness, cross-source correla-
tion, and total network visibility. And you need the abil-
ity to continually analyze — and respond — to change
as it occurs. Only when you continually observe and act
on changes within your network can you eliminate blind
spots that provide attackers the opportunity they seek.

1 Seek control without compromise. Many of today’s
security controls eliminate unproductive and/or risky
application access, and thereby reduce exploitable vul-
nerabilities. This allows organizations to reduce attack
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Harness the power of next-
generation IPSs to improve
security in your organization’s
networks!

To stay on top of security, you need to fully know
what's taking place on your network and hosts =1~ Open the book and find:
and better understand threat context. Security
awareness and controls built into next-generation
IPSs provide you with deep insight into what's
actually happening in and around your network.

« Information on real-time
visibility

* How to use application
control to your advantage

 Next-generation IPS basics — understand

the differences between traditional intru- « Tips on developing next-
sion prevention systems and today’s next- generation IPS selection
generation intrusion prevention systems criteria

 What you’re protecting — why protecting
against dynamic threats requires real-time
network visibility and agility

« Examining the details — the many features * Working with the cloud and
and functions found in next-generation virtualization
IPSs, including application visibility/control,
context and content awareness, security
automation, and user identification

« Keys to effective next-
generation security

» Working with virtualization and the cloud —
understand how you can use next-generation
IPSs with virtualization and cloud comput-
ing technologies

« Picking a next-generation IPS — get your next-
generation IPS shopping list organized so that Go to Dummies.come
you can be sure to get the next-generation for videos, step-by-step examples,
IPS that is right for your organization how-to articles, or to shop!

David Stuart is Director, Product Marketing at
intelligent cybersecurity leader Sourcefire, Inc.
and a 20-year high-tech veteran. Kevin Beaver is
an Independent Information Security Consultant
and author of Hacking For Dummies.
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