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Chapter 7

Keys to Effective  
Next-Generation Security

In This Chapter
▶ Ensuring optimal defenses with a next-generation approach

▶ Examining four ways to improve how you manage information risks

I 
nformation security requires a comprehensive set of  
processes and tools. One gap and you’re likely to over-

look something meaningful or impactful — often both. A 
next-generation IPS plays an important role in the system. By 
leveraging real-time network, application, behavior, and user 
awareness to optimize effectiveness, a next-generation IPS 
empowers you to automate key security functions and create 
an agile and responsive threat protection system.

Here are four ways to ensure effective next-generation  
security in your business:

 ✓ Give complex threats the visibility they need. To thor-
oughly protect, security organizations need to fully under-
stand their networks and act in real time to the frequent 
changes that occur. This understanding requires asset 
mapping, contextual awareness, cross-source correla-
tion, and total network visibility. And you need the abil-
ity to continually analyze — and respond — to change 
as it occurs. Only when you continually observe and act 
on changes within your network can you eliminate blind 
spots that provide attackers the opportunity they seek.

 ✓ Seek control without compromise. Many of today’s 
security controls eliminate unproductive and/or risky 
application access, and thereby reduce exploitable vul-
nerabilities. This allows organizations to reduce attack 
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