




































































Standard Requirement Enforcement Date Inactive Date

This standard has not yet been approved by the applicable regulatory authority.

Printed On: February 09, 2016, 09:42 AM

Enforcement Dates: Standard CIP-002-5.1 — Cyber Security — BES Cyber System Categorization

* FOR INFORMATIONAL PURPOSES ONLY *
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Standard Requirement Enforcement Date Inactive Date

This standard has not yet been approved by the applicable regulatory authority.

Printed On: February 09, 2016, 09:45 AM

Enforcement Dates: Standard CIP-003-6 — Cyber Security - Security Management Controls

* FOR INFORMATIONAL PURPOSES ONLY *
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Standard Requirement Enforcement Date Inactive Date

This standard has not yet been approved by the applicable regulatory authority.

Printed On: February 09, 2016, 09:45 AM

Enforcement Dates: Standard CIP-004-6 — Cyber Security - Personnel 

* FOR INFORMATIONAL PURPOSES ONLY *
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Standard Requirement Enforcement Date Inactive Date

This standard has not yet been approved by the applicable regulatory authority.

Printed On: February 09, 2016, 09:46 AM

Enforcement Dates: Standard CIP-006-6 — Cyber Security - Physical Security of BES Cyber 
Systems

* FOR INFORMATIONAL PURPOSES ONLY *
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A documented recovery plan may not be necessary for each applicable BES Cyber System. For 
example, the short-term recovery plan for a BES Cyber System in a specific substation may be 
managed on a daily basis by advanced power system applications such as state estimation, 
contingency and remedial action, and outage scheduling. One recovery plan for BES Cyber 
Systems should suffice for several similar facilities such as those found in substations or power 
plants. 

For Part 1.1, the conditions for activation of the recovery plan should consider viable threats to 
the BES Cyber System such as natural disasters, computing equipment failures, computing 
environment failures, and Cyber Security Incidents. A business impact analysis for the BES Cyber 
System may be useful in determining these conditions. 

For Part 1.2, entities should identify the individuals required for responding to a recovery 
operation of the applicable BES Cyber System.  

For Part 1.3, entities should consider the following types of information to recover BES Cyber 
System functionality: 

1. Installation files and media; 

2. Current backup tapes and any additional documented configuration settings; 

3. Documented build or restoration procedures; and 

4. Cross site replication storage. 

For Part 1.4, the processes to verify the successful completion of backup processes should 
include checking for: (1) usability of backup media, (2) logs or inspection showing that 
information from current, production system could be read, and (3) logs or inspection showing 
that information was written to the backup media.  Test restorations are not required for this 
Requirement Part. The following backup scenarios provide examples of effective processes to 
verify successful completion and detect any backup failures: 

x Periodic (e.g. daily or weekly) backup process – Review generated logs or job status 
reports and set up notifications for backup failures. 

x Non-periodic backup process– If a single backup is provided during the commissioning of 
the system, then only the initial and periodic (every 15 months) testing must be done. 
Additional testing should be done as necessary and can be a part of the configuration 
change management program. 

x Data mirroring – Configure alerts on the failure of data transfer for an amount of time 
specified by the entity (e.g. 15 minutes) in which the information on the mirrored disk 
may no longer be useful for recovery. 

x Manual configuration information – Inspect the information used for recovery prior to 
storing initially and periodically (every 15 months). Additional inspection should be done 
as necessary and can be a part of the configuration change management program. 

The plan must also include processes to address backup failures. These processes should specify 
the response to failure notifications or other forms of identification. 
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Figure 1: CIP-009-6 R3 Timeline 
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Figure 2: Timeline for Plan Changes in 3.2)
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CIP-010-2 Table R1 –  Configuration Change Management 

Part Applicable Systems Requirements Measures 

1.5 High Impact BES Cyber Systems 

 

Where technically feasible, for each 
change that deviates from the existing 
baseline configuration: 

1.5.1. Prior to implementing any 
change in the production 
environment, test the changes 
in a test environment or test the 
changes in a production 
environment where the test is 
performed in a manner that 
minimizes adverse effects, that 
models the baseline 
configuration to ensure that 
required cyber security controls 
in CIP-005 and CIP-007 are not 
adversely affected; and 

1.5.2. Document the results of the 
testing and, if a test 
environment was used, the 
differences between the test 
environment and the production 
environment, including a 
description of the measures 
used to account for any 
differences in operation 
between the test and 
production environments. 

An example of evidence may include, 
but is not limited to, a list of cyber 
security controls tested along with 
successful test results and a list of 
differences between the production 
and test environments with 
descriptions of how any differences 
were accounted for, including of the 
date of the test. 
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R2. Each Responsible Entity shall implement one or more documented process(es) that collectively include each of the applicable 
requirement parts in CIP-010-2 Table R2 – Configuration Monitoring. [Violation Risk Factor: Medium] [Time Horizon: 
Operations Planning]. 

M2. Evidence must include each of the applicable documented processes that collectively include each of the applicable 
requirement parts in CIP-010-2 Table R2 – Configuration Monitoring and additional evidence to demonstrate implementation 
as described in the Measures column of the table. 

 

CIP-010-2 Table R2 –  Configuration Monitoring 

Part Applicable Systems Requirements Measures 

2.1 High Impact BES Cyber Systems and 
their associated: 

1. EACMS; and 
2. PCA 

Monitor at least once every 35 calendar 
days for changes to the baseline 
configuration (as described in 
Requirement R1, Part 1.1). Document 
and investigate detected unauthorized 
changes.   

An example of evidence may include, 
but is not limited to, logs from a 
system that is monitoring the 
configuration along with records of 
investigation for any unauthorized 
changes that were detected.  

 

R3. Each Responsible Entity shall implement one or more documented process(es) that collectively include each of the applicable 
requirement parts in CIP-010-2 Table R3– Vulnerability Assessments. [Violation Risk Factor: Medium] [Time Horizon: Long-term 
Planning and Operations Planning] 

M3.  Evidence must include each of the applicable documented processes that collectively include each of the applicable 
requirement parts in CIP-010-2 Table R3 – Vulnerability Assessments and additional evidence to demonstrate implementation 
as described in the Measures column of the table. 
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CIP-010-2 Table R3 – Vulnerability Assessments 

Part Applicable Systems Requirements Measures 

3.1 High Impact BES Cyber Systems and 
their associated: 

1. EACMS;  
2. PACS; and 
3. PCA 

 

Medium Impact BES Cyber Systems 
and their associated: 

1. EACMS;  
2. PACS; and 
3. PCA 

At least once every 15 calendar 
months, conduct a paper or active 
vulnerability assessment. 

 

Examples of evidence may include, but 
are not limited to:  

x A document listing the date of the 
assessment (performed at least 
once every  15 calendar months), 
the controls assessed for each BES 
Cyber System along with the 
method of assessment; or 

x A document listing the date of the 
assessment and the output of any 
tools used to perform the 
assessment.   
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CIP-010-2 Table R3 – Vulnerability Assessments 

Part Applicable Systems Requirements Measures 

3.2 High Impact BES Cyber Systems 

 

 

Where technically feasible, at least 
once every 36 calendar months: 

3.2.1 Perform an active vulnerability 
assessment in a test 
environment, or perform an 
active vulnerability assessment 
in a production environment 
where the test is performed in 
a manner that minimizes 
adverse effects, that models 
the baseline configuration of 
the BES Cyber System in a 
production environment; and 

3.2.2 Document the results of the 
testing and, if a test 
environment was used, the 
differences between the test 
environment and the 
production environment, 
including a description of the 
measures used to account for 
any differences in operation 
between the test and 
production environments.  

An example of evidence may include, 
but is not limited to, a document 
listing the date of the assessment 
(performed at least once every 36 
calendar months), the output of the 
tools used to perform the assessment, 
and a list of differences between the 
production and test environments 
with descriptions of how any 
differences were accounted for in 
conducting the assessment. 

   



CIP-010-2 — Cyber Security — Configuration Change Management and Vulnerability Assessments 

    Page 12 of 44  

CIP-010-2 Table R3 – Vulnerability Assessments 

Part Applicable Systems Requirements Measures 

3.3 High Impact BES Cyber Systems and 
their associated: 

1. EACMS;  
2. PCA 

  

 

Prior to adding a new applicable Cyber 
Asset to a production environment, 
perform an active vulnerability 
assessment of the new Cyber Asset, 
except for CIP Exceptional 
Circumstances and like replacements 
of the same type of Cyber Asset with a 
baseline configuration that models an 
existing baseline configuration of the 
previous or other existing Cyber Asset. 

An example of evidence may include, 
but is not limited to, a document 
listing the date of the assessment 
(performed prior to the 
commissioning of the new Cyber 
Asset) and the output of any tools 
used to perform the assessment.   

3.4 High Impact BES Cyber Systems and 
their associated: 

1. EACMS;  
2. PACS; and 
3. PCA 

 

Medium Impact BES Cyber Systems 
and their associated: 

1. EACMS;  
2. PACS; and 
3. PCA 

Document the results of the 
assessments conducted according to 
Parts 3.1, 3.2, and 3.3 and the action 
plan to remediate or mitigate 
vulnerabilities identified in the 
assessments including the planned 
date of completing the action plan and 
the execution status of any 
remediation or mitigation action 
items. 

An example of evidence may include, 
but is not limited to, a document 
listing the results or the review or 
assessment, a list of action items, 
documented proposed dates of 
completion for the action plan, and 
records of the status of the action 
items (such as minutes of a status 
meeting, updates in a work order 
system, or a spreadsheet tracking the 
action items).   
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R4. Each Responsible Entity, for its high impact and medium impact BES Cyber Systems and associated Protected Cyber Assets, 
shall implement, except under CIP Exceptional Circumstances, one or more documented plan(s) for Transient Cyber Assets and 
Removable Media that include the sections in Attachment 1. [Violation Risk Factor: Medium] [Time Horizon: Long-term 
Planning and Operations Planning] 

M4.  Evidence shall include each of the documented plan(s) for Transient Cyber Assets and Removable Media that collectively 
include each of the applicable sections in Attachment 1 and additional evidence to demonstrate implementation of plan(s) for 
Transient Cyber Assets and Removable Media. Additional examples of evidence per section are located in Attachment 2. If a 
Responsible Entity does not use Transient Cyber Asset(s) or Removable Media, examples of evidence include, but are not 
limited to, a statement, policy, or other document that states the Responsible Entity does not use Transient Cyber Asset(s) or 
Removable Media.  
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C. Compliance 

1. Compliance Monitoring Process: 

1.1. Compliance Enforcement Authority: 

As defined in the NERC Rules of Procedure, “Compliance Enforcement Authority” 
(CEA) means NERC or the Regional Entity in their respective roles of monitoring 
and enforcing compliance with the NERC Reliability Standards. 

1.2. Evidence Retention:  

The following evidence retention periods identify the period of time an entity is 
required to retain specific evidence to demonstrate compliance.  For instances 
where the evidence retention period specified below is shorter than the time 
since the last audit, the CEA may ask an entity to provide other evidence to show 
that it was compliant for the full time period since the last audit.  

The Responsible Entity shall keep data or evidence to show compliance as 
identified below unless directed by its CEA to retain specific evidence for a 
longer period of time as part of an investigation: 

x Each Responsible Entity shall retain evidence of each requirement in this 
standard for three calendar years. 

x If a Responsible Entity is found non-compliant, it shall keep information 
related to the non-compliance until mitigation is complete and approved or 
for the time specified above, whichever is longer. 

x The CEA shall keep the last audit records and all requested and submitted 
subsequent audit records.  

1.3. Compliance Monitoring and Assessment Processes: 

Compliance Audits 

Self-Certifications 

Spot Checking 

Compliance Violation Investigations 

Self-Reporting 

Complaints 

1.4. Additional Compliance Information: 

None 
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G(H.L,# The Responsible 
Entity has 
documented and 
implemented a 
configuration 
change 
management 
process(es) that 
includes only four of 
the required 
baseline items listed 
in 1.1.1 through 
1.1.5.  (1.1) 

 

 

 

 

 

The Responsible 
Entity has 
documented and 
implemented a 
configuration change 
management 
process(es) that 
includes only three of 
the required baseline 
items listed in 1.1.1 
through 1.1.5.  (1.1) 

 

 

 

 

 

The Responsible 
Entity has 
documented and 
implemented a 
configuration 
change 
management 
process(es) that 
includes only two of 
the required 
baseline items listed 
in 1.1.1 through 
1.1.5.  (1.1) 

 

 

 

 

 

 

 

 

The Responsible 
Entity has not 
documented or 
implemented any 
configuration change 
management 
process(es). (R1) 

OR 

The Responsible 
Entity has 
documented and 
implemented a 
configuration change 
management 
process(es) that 
includes only one of 
the required baseline 
items listed in 1.1.1 
through 1.1.5.  (1.1) 

OR 

The Responsible 
Entity does not have 
a process(es) that 
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This standard has not yet been approved by the applicable regulatory authority.
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Enforcement Dates: Standard CIP-011-2 — Cyber Security - Information Protection
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