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Abstract

This guide provides example proof-of-concept solutions demonstrating how open-source and
commercial off-the-shelf (COTS) products that are currently available today can be implemented
in discrete-based manufacturing environments to satisfy the requirements in the Cybersecurity
Framework (CSF) Manufacturing Profile [4] Low Security Level. The example proof-of-concept
solutions include measured network, device, and operational performance impacts observed
during the implementation. Depending on factors like size, sophistication, risk tolerance, and
threat landscape, manufacturers should make their own determinations about the breadth of the
proof-of-concept solutions they may voluntarily implement. The CSF Manufacturing Profile can
be used as a roadmap for managing cybersecurity risk for manufacturers and is aligned with
manufacturing sector goals and industry best practices. The Manufacturing Profile provides a
voluntary, risk-based approach for managing cybersecurity activities and cyber risk to
manufacturing systems. The Manufacturing Profile is meant to compliment but not replace
current cybersecurity standards and industry guidelines that the manufacturer is embracing.

Keywords

Computer security; Cybersecurity Framework (CSF); distributed control systems (DCS);
industrial control systems (ICS); information security; manufacturing; network security;
programmable logic controllers (PLC); risk management; security controls; supervisory control
and data acquisition (SCADA) systems.
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Note to Reviewers

This guide does not describe the solution, but a possible solution. This is a draft guide. We seek
feedback on its contents and welcome your input. Comments, suggestions, and success stories
will improve subsequent versions of this guide. Please contribute your thoughts to
CSF_Manufacturing_Profile_Implementation@nist.gov.
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Call for Patent Claims

This public review includes a call for information on essential patent claims (claims whose use
would be required for compliance with the guidance or requirements in this Information
Technology Laboratory (ITL) draft publication). Such guidance and/or requirements may be
directly stated in this ITL Publication or by reference to another publication. This call also
includes disclosure, where known, of the existence of pending U.S. or foreign patent applications
relating to this ITL draft publication and of any relevant unexpired U.S. or foreign patents.

ITL may require from the patent holder, or a party authorized to make assurances on its behalf,
in written or electronic form, either:

a) assurance in the form of a general disclaimer to the effect that such party does not hold and
does not currently intend holding any essential patent claim(s); or

b) assurance that a license to such essential patent claim(s) will be made available to applicants
desiring to utilize the license for the purpose of complying with the guidance or requirements in
this ITL draft publication either:

i) under reasonable terms and conditions that are demonstrably free of any unfair
discrimination; or

ii) without compensation and under reasonable terms and conditions that are
demonstrably free of any unfair discrimination.

Such assurance shall indicate that the patent holder (or third party authorized to make assurances
on its behalf) will include in any documents transferring ownership of patents subject to the
assurance, provisions sufficient to ensure that the commitments in the assurance are binding on
the transferee, and that the transferee will similarly include appropriate provisions in the event of
future transfers with the goal of binding each successor-in-interest.

The assurance shall also indicate that it is intended to be binding on successors-in-interest
regardless of whether such provisions are included in the relevant transfer documents.

Such statements should be addressed to: CSF Manufacturing Profile Implementation@nist.gov
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Executive Summary

This guide provides example proof-of-concept solutions demonstrating how open-source and
commercial off-the-shelf (COTS) products that are currently available today can be implemented
in discrete-based manufacturing environments to satisfy the requirements in the Cybersecurity
Framework (CSF) Manufacturing Profile [4] Low Security Level. The example proof-of-concept
solutions include measured network, device, and operational performance impacts observed
during the implementation. Depending on factors like size, sophistication, risk tolerance, and
threat landscape, manufacturers should make their own determinations about the breadth of the
proof-of-concept solutions they may voluntarily implement.

The CSF Manufacturing Profile can be used as a roadmap for managing cybersecurity risk for
manufacturers and is aligned with manufacturing sector goals and industry best practices. The
Manufacturing Profile provides a voluntary, risk-based approach for managing cybersecurity
activities and cyber risk to manufacturing systems. The Manufacturing Profile is meant to
compliment but not replace current cybersecurity standards and industry guidelines that the
manufacturer is embracing.

The CSF Manufacturing Profile focuses on desired cybersecurity outcomes and can be used as a
roadmap to identify opportunities for improving the current cybersecurity posture of the
manufacturing system. The Manufacturing Profile provides a prioritization of security activities
to meet specific business/mission goals. Relevant and actionable security practices that can be
implemented to support key business/mission goals are then identified.

While the proof-of-concept solutions in this guide used a suite of commercial products, this
guide does not endorse these particular products, nor does it guarantee compliance with any
regulatory initiatives. Your organization’s information security experts should identify the
products that will best integrate with your existing tools and manufacturing system
infrastructure. Your organization may voluntarily adopt these solutions or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and
implementing parts of a solution. This guide does not describe regulations or mandatory
practices, nor does it carry any statutory authority.

vii
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230 W Introduction

231  The Executive Order 13636, “Improving Critical Infrastructure Cybersecurity,” [1] directed the
232  development of the voluntary Cybersecurity Framework that provides a prioritized, flexible,
233  repeatable, performance-based, and cost-effective approach to manage cybersecurity risk [1] for
234  those processes, information, and systems directly involved in the delivery of critical

235 infrastructure services.

236  The Cybersecurity Framework is a voluntary risk-based assemblage of industry standards and
237  best practices designed to help organizations manage cybersecurity risks [2]. The Framework,
238  created through collaboration between government and the private sector, uses a common
239  language to address and manage cybersecurity risk in a cost-effective way based on business
240  needs without imposing additional regulatory requirements.

241  To address the needs of manufactures, a Manufacturing Profile [4] of the Cybersecurity

242  Framework was developed, through collaboration between government and the private sector, to
243  be an actionable approach for implementing cybersecurity controls into a manufacturing system
244 and its environment. The Profile defines specific cybersecurity activities and outcomes for the
245  protection of the manufacturing system, its components, facility, and environment. Through use
246  of the Profile, the manufacturer can align cybersecurity activities with business requirements,
247  risk tolerances, and resources. The Profile provides a manufacturing sector-specific approach to
248  cybersecurity from standards, guidelines, and industry best practices.

249 11 Purpose and Scope

250  Many small and medium sized manufacturers have expressed that they are challenged in

251 implementing a standards-based cybersecurity program. This guide provides example proof-of-
252  concept solutions demonstrating how open-source and commercial off-the-shelf (COTS)

253  products that are available today can be implemented in manufacturing environments to satisfy
254  the requirements in the Cybersecurity Framework (CSF) Manufacturing Profile Low Security
255  Level. Example proof-of-concept solutions with measured network, device, and operational

256  performance impacts for a process-based manufacturing environment (Volume 2) and a discrete-
257  based manufacturing environment (Volume 3) are included in the guide. Depending on factors
258  like size, sophistication, risk tolerance, and threat landscape, manufacturers should make their
259  own determinations about the breadth of the proof-of-concept solutions they may voluntarily
260  implement. The CSF Manufacturing Profile can be used as a roadmap for managing

261  cybersecurity risk for manufacturers and is aligned with manufacturing sector goals and industry
262  best practices. The Manufacturing Profile provides a voluntary, risk-based approach for

263  managing cybersecurity activities and cyber risk to manufacturing systems. The Manufacturing
264  Profile is meant to enhance but not replace current cybersecurity standards and industry

265  guidelines that the manufacturer is embracing.

266  While the proof-of-concept solutions in this guide used a suite of commercial products, this
267  guide does not endorse these particular products, nor does it guarantee compliance with any
268  regulatory initiatives. Each organization’s information security experts should identify the
269  products that will best integrate with their existing tools and manufacturing system

1
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infrastructure. Organizations may voluntarily adopt these solutions or one that adheres to these
guidelines in whole, or can use this guide as a starting point for tailoring and implementing parts
of a solution. This guide does not describe regulations or mandatory practices, nor does it carry
any statutory authority.

This project is guided by the following assumptions: The solutions were developed in a lab
environment. The environment is based on a typical small manufacturer. The environment does
not reflect the complexity of a production environment. An organization can access the skills and
resources required to implement a manufacturing cybersecurity solution.

1.2 Audience

This document covers details specific to manufacturing systems. Readers of this document
should be acquainted with operational technology, general computer security concepts, and
communication protocols such as those used in networking. The intended audience is varied and
includes the following:

e Control engineers, integrators, and architects who design or implement secure
manufacturing systems.

e System administrators, engineers, and other information technology (IT) professionals
who administer, patch, or secure manufacturing systems.

e Managers who are responsible for manufacturing systems.

e Senior management who are trying to understand implications and consequences as they
justify and implement a manufacturing systems cybersecurity program to help mitigate
impacts to business functionality.

e Researchers, academic institutions and analysts who are trying to understand the unique
security needs of manufacturing systems.

1.3 Document Structure
Volume 3 is divided into the following major sections:

e Section 2 provides an overview of the discrete-based manufacturing system use case.

e Section 3 provides the detailed policy and procedure documents developed for the
discrete-based manufacturing system use case.

e Section 4 provides the detailed technical capability implementations and associated
performance measurements for the discrete-based manufacturing system use case.

e Appendix A provides a list of acronyms and abbreviations used in this document.

e Appendix B provides a glossary of terms used in this document.

e Appendix C provides a list of references used in the development of this document.
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Discrete-based Manufacturing System Low Security Level Use Case

2.1 Introduction

This use case is a proof-of-concept solution demonstrating how open-source and commercial off-
the-shelf (COTS) products that are currently available today can be implemented in a
manufacturing environment to satisfy the requirements in the CSF Manufacturing Profile Low
Security Level. Depending on factors like size, sophistication, risk tolerance, and threat
landscape, manufacturers should make their own determinations about the breadth of proof-of-
concept solution they may voluntarily implement.

2.2 Discrete-based Low Security Level Use Case

The fictional company, Alpha Manufacturing (i.e., Alpha), is a small manufacturer that produces
common metal components for the automotive industry. These parts are typically subcontracted
to Alpha by larger manufacturers. The finished parts are then integrated into

larger subassemblies that perform non-safety related functions within a vehicle.

To meet increasing production demand, an automated workcell was contracted and purchased
from a manufacturing systems integrator. The first workcell was purchased to evaluate and
validate its operation, with the intent of purchasing more workcells to further increase
production. Two of the machining stations integrated into the workcell were existing at the
Alpha facility, while the other two stations were purchased by the integrator. The workcell
operates independently of all other shop operations, and is tended to by a single operator, who:
loads raw material, unloads finished parts, responds to alarm conditions, and validates the quality
of finished parts.

2.21 Facilities
Alpha operates a single small leased building less than 15,000 ft? (1394 m?) in size.

2.2.2 Employees

Alpha has ten full-time employees, of which, six are machine operators. Alpha has no full-
time control system engineers or IT personnel. Employees have no formal cybersecurity training.

Organizational Role Count

President 1
HR Manager 1
Bookkeeper 1
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Foreman/Supervisor 1
Machine Operators 6
Total 10

2.2.3 External Personnel

Some facility operations are outsourced to external entities.

Information Technology (IT) Services

Operational Technology (OT) Services

Machine Tool Support, Service, and Repair

Janitorial Services

2.2.4 Supply Chain

Raw material suppliers are utilized on-demand. No formal relationships or direct-order
networking/online/cloud connections with any suppliers currently exist. Alpha is considered a
"tier two" supplier. Alpha sends completed parts to a tier one manufacturer. At the tier one
manufacturer’s facility, Alpha's parts are integrated into subassemblies that are subsequently
installed into a vehicle by the original equipment manufacturer (OEM).

2.2.5 Supporting Services

The only supporting service required by Alpha is electricity to power IT systems, manufacturing
machines, and lights.

2.2.6 Legal and Regulatory Requirements

Alpha does not have knowledge of any legal or regulatory requirements in regards to its
cybersecurity. However, as a tier two supplier, it is contractually obligated to follow all
standards, procedures, and guidance provided by the tier one manufacturer(s) and the OEM (e.g.,

4
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ISO/TS 16949, ISO 9000). Alpha does not produce any components that fall within the
regulatory jurisdiction of 49 CFR Part 571: Federal Motor Vehicle Safety Standards. [5].

2.2.7 Critical Infrastructure

The DHS Critical Manufacturing sector considers vehicle manufacturing (and its supply chain) a
core industry to be protected. However, Alpha is a tier two manufacturer that produces parts that
are not critical to vehicle safety and can easily be produced by other tier two job shops if Alpha
cannot meet its production demand. It is likely that the tier one manufacturer has already
implemented supply chain redundancy to enable continuity of production.

Alpha will not be able to produce if the primary metals critical manufacturing sector cannot
provide Alpha with the required raw materials. However, this sector is outside of the scope of
Alpha's implementation of the Manufacturing Profile.

2.2.8 Manufacturing Process

Parts are created in a sequential manufacturing process with four CNC machines within a
workcell. The CNC machines are tended to by two industrial robotic arms, which transfer parts
to each station until all of the machining processes are completed. Raw materials are loaded into
a queue by an operator. A supervisory PLC monitors the dynamic status of each machining
station and contains logic to disseminate jobs to the robots. Each robot executes its jobs

using preprogrammed scripts and waypoints. Finished parts are placed onto a conveyor by a
robot, subsequently dropping into either a finished parts bin, or a rejected parts bin. The bins are
emptied by operators once they are full.

The manufacturing process is as follows:

\ \ \ Station 3: \
e Ny

229 Systems

Most of the business functions are supported by general enterprise 1T, and share information
with the OT (e.g., CNC machines). Typical IT software usage includes email and web browsing.
Any IT work is contracted out to local companies.

2.2.10 Critical Systems

The following systems are critical for proper operation of the workcell:

Engineering workstation
Supervisory PLC

HMI

Machining stations
Robot arms
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e Robot controllers
e Robot driver
e Networking equipment

2.2.11 Data

Data transferred over, or stored within, Alpha's network includes:

PLC code

Robot code

MODBUS TCP registers

Computer-aided Manufacturing (CAM) files (e.g., G code)
Workcell operating manuals and documentation

Electrical diagrams

Network diagrams

Computer-aided drafting (CAD) files

Part inspection measurements

Historical production data

NOTE: All data listed above are proprietary, trade secrets, and/or confidential.
2.2.12 Network

The manufacturing system network is connected to the corporate network through a dedicated
top-level router/firewall, and is organized into subnetworks and a DMZ. The network is managed
by the external IT contractor. The workcell has a dedicated router/firewall utilizing network
address translation (NAT) to help segment and isolate the workcell from the rest of the network.
The workecell itself is split into two subnets: the Supervisory LAN, and the Control LAN.

Most of the network traffic utilizes Ethernet and TCP/IP protocols, while the dedicated field-bus
level communications for the robots utilize the EtherCAT protocol.

2.2.13 Mission Objectives

The Manufacturing Profile describes five business/mission objectives common to the
manufacturing sector. The following sections describe what Alpha must protect, in regards to
their manufacturing process and assets, in order to meet each of the missions:

1. Maintain Personnel Safety
e Safety PLC - The workcell has a safety-rated PLC to terminate operations when an
emergency condition is detected. Industry standard emergency stop buttons and light
curtains are used to protect operators from entering the work area while the workcell
IS active.
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2. Maintain Environmental Safety

None - The workecell, and its underlying manufacturing process, do not use any raw
ingredients or produce any by-products that can compromise the environmental safety
mission.

3. Maintain Quality of Product

Machining Stations 1, 2, 3 - All manufacturing functions are performed by
sequential CNC machining stations (1, 2, and 3). Each station uses preprogrammed
operations (e.g., G code) to complete its required manufacturing process tasks. This
code, and all station functions, have direct control over the output product quality.
Inspection Station 4 - If product quality has been impacted outside of product quality
specifications, the inspection station will reject the part. Modification of the
specifications within the inspection station can allow out-of-spec parts to pass
inspection.

Robots - Tending of parts between the machines is handled by the two workcell
robots. This process requires accurate and repeatable placement of parts within the
machining station fixtures, which is performed through robot calibration and
preprogrammed waypoint coordinates. Parts that are not properly placed within
fixtures, or collide with the fixtures, may not meet product quality specifications.
Supervisory PLC - The supervisory PLC tracks each part as it goes through the
manufacturing process and commands the robots to transport each part between
machines in a sequential manner. If a robot executes a job out-of-order, a part may
bypass one of the machining stations, impacting product quality.

HMI - Through the HMI, operators can manipulate workcell operation parameters,
machining station programs, and inspection station acceptance parameters.
Modification of any of these parameters outside of expected bounds can impact
product quality.

Engineering Workstations - Privileged control and administrative functions of
workcell components is granted to engineers via the Engineering Workstation.

4. Maintain Production Goals

Machining Stations - The amount of time each machining station takes to perform its
manufacturing functions, and the frequency of alarm conditions, can impact
production goals.
Robots - The amount of time the robots require to transport the parts between
machining stations can impact the production goals.
Supervisory PLC - The amount of time it takes the PLC to disseminate jobs to the
robots, or communicate with the machining stations, can impact production goals.
HMI - Operators have direct control over the amount of parts produced in a batch via
the HMI.
Engineering Workstations - Numerous privileged functions available through the
engineering workstation can impact production goals.
Operator Workstations - Operators obtain production planning goals (e.g., product
type and quantity), machining station data files (e.g., G code) from network shares
and email systems. Inability to access these systems can impact production goals.

7
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457 e Networking equipment - All coordination between workcell components occurs
458 through the installed network equipment. If this equipment degrades or ceases to
459 function, production goals will be impacted.

460

461 5. Protect Trade Secrets

462 e Machining Stations - The operations performed by each machining station are a
463 protected trade secret of the company.

464 e Network - The machining station data files (e.g., G code) are typically stored on
465 network shares, and must be protected.
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466 [geS Policy and Procedure Implementations

467  This section includes example policy and procedure documents and statements that were
468  developed for the fictional company Alpha. An overview of these documents is discussed in
469  Section 5 of Volume 1. Each organization’s information security experts should identify the
470  policy and procedure documents and statements that will best integrate with their existing
471  cybersecurity program and manufacturing system infrastructure.

472 3.1 Security Program Document Example

473 Security Program

474 for

475 Alpha

476

477

478
Document Owner: Supervisor, Alpha

479

480  Version

481
Version | Date Description Author
1.0 02-22-2018 | Initial Draft Supervisor
2.0 04-21-2018 | Major changes to the initial draft Supervisor

482

483  Approval
484  (By signing below, all Approvers agree to all terms and conditions outlined in this document.)
485

Approvers Role Signed Approval Date
President 4-22-2018

486
487 3.1.1 Purpose

488  The Information Security Program establishes guidelines and principles for initiating,
489  implementing, maintaining, and improving cybersecurity management for Alpha.

490  This program is designed to:

491 e Ensure the security and confidentiality of employees and business information;
9
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e Protect against any anticipated threats or hazards to the security or integrity of such
information; and

e Protect against unauthorized access to or use of such information that could result in
substantial harm or inconvenience to Alpha, its partners, customers, or any member.

In addition, the Supervisor (Foreman) oversees the development, implementation, and
maintenance of the information security program

3.1.2 Who Should use this Document?

This document is intended to be used by the President, HR Manager, Shop Supervisor and any
other members as deemed appropriate by the Supervisor. It supports an agencies responsibility
for implementing an INFOSEC program.

3.1.3 Commitment from Management

Alpha’s leadership team is committed to the development of this Information Security

Program. It fully supports and owns the ultimate responsibility of this Security program. This
commitment involves allocating necessary funding to information security work and responding
without delay to new situations. The leadership team will participate in any information security
related event as organized.

3.1.4 Organization Overview
Role in the Industrial sector

Alpha produces common metal components for the automotive industry. These parts are
subcontracted to Alpha by larger manufacturers. The finished parts are then integrated into
larger subassemblies that perform non-safety related functions within a vehicle

Raw material suppliers are utilized on-demand, and supplier selection is determined in-stock
availability. No formal relationships or direct-order networking/online/cloud connections with
any suppliers currently exist. Alpha is considered a "tier two" supplier. Alpha sends completed
parts to a tier one manufacturer for integration into subassemblies that are subsequently installed
into a vehicle by the original equipment manufacturer (OEM).

Alpha will not be able to produce if the primary metals critical manufacturing sector cannot
provide Alpha with the required raw materials. However, this sector is outside of the scope of
Alpha's implementation of the Manufacturing Profile.

Mission Objectives:

The Manufacturing Profile describes five business/mission objectives (in order of
priority) common to the manufacturing sector. The following sections describe what Alpha must
protect, in regard to the manufacturing process and assets, in order to meet each of the missions.
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1. Maintain Personnel Safety

Safety PLC - The workcell has a safety-rated PLC to terminate operations when an
emergency condition is detected. Industry standard emergency stop buttons and light
curtains are used to protect operators from entering the work area while the workcell is
active. Each station has the ability to send emergency stop commands to the safety PLC.

2. Maintain Environmental Safety

None - The workcell, and its underlying manufacturing process, do not consume any raw
ingredients or produce any by-products that can compromise the environmental safety
mission.

3. Maintain Quality of Product

Machining Stations 1, 2, 3 - All manufacturing functions are performed by

sequential CNC machining stations (1, 2, and 3). Each station uses preprogrammed
operations (e.g., G code) to complete its required manufacturing process tasks. This code,
and all station functions, have direct control over the output product quality.

Inspection Station 4 - If product quality has been impacted (i.e., the product dimensions
do not meet the defined specifications), the inspection station will reject the part.
Misconfiguration or modification of specifications loaded into the inspection

station could allow out-of-spec parts to erroneously pass inspection.

Robots - Tending of parts between the machines is handled by the two workcell robots.
This process requires accurate and repeatable placement of parts within the machining
station fixtures, which is performed through proper robot calibration and the
programming of waypoint coordinates. Parts that are not properly placed within

fixtures, or collide with the fixtures, may not meet product quality specifications.
Supervisory PLC - The supervisory PLC tracks each part as it goes through the
manufacturing process and commands the robots to transport each part between machines
in a sequential manner. If a robot executes a job out-of-order, a part may bypass one of
the machining stations, impacting product quality, or damaging one of the downstream
stations.

HMI - Operators can manipulate workcell parameters, machining station programs,

and inspection station acceptance parameters through the HMI. Modification of any of
these parameters outside of expected bounds can impact product quality.

Engineering Workstations - Privileged control and administrative functions are granted to
authorized personnel via the Engineering Workstation.

4. Maintain Production Goals

Machining Stations - The amount of time each machining station takes to perform its
manufacturing functions, the frequency of alarm conditions, tooling wear/failure, and
machine component failure can impact production goals.
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e Robots - The amount of time the robots require to transport the parts between machining
stations, robot faults, and robot wear/failure can impact the production goals.

e Supervisory PLC - The amount of time it takes the PLC to disseminate jobs to the robots
or communicate with the machining stations, and PLC faults can impact production
goals.

o HMI - Misconfiguration of the production settings on the HMI can impact production
goals.

o Engineering Workstations - Numerous privileged functions available through the
engineering workstation can impact production goals.

o Networking equipment - All coordination between workcell components occurs through
its network equipment. If this equipment experiences degraded performance or ceases to
function, production goals can be impacted.

5. Protect Trade Secrets

e Machining Stations - The individual operations performed by each machining station, and
all supporting information the describes these operations, are protected trade secrets of
the company.

e Net